IN THE DISTRICT COURT IN AND FOR THE COUNTY OF
TELLER AND THE STATE OF COLORADO

CRIMINAL PROCEEDINGS NUMBER: 18-1530

REPORT OF EXECUTION OF SEARCH WARRANT

On the 18 day of January 2019, a search warrant #19-10 was issued by the
District/County Court of El Paso/Teller County, and State of Colorado directing that a

search may be made of the following described, person, premise, or location.
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Which is currently in the possession of: Facebook.com
Attn: Custodian of Records Specific Facebook Account:
https:/iwww.facebook.com/kelsey.berreth.7
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° Facebook records for the period of October 5, 2017 through December
21st, 2018.

° Basic user identity information-first and last name provided by user
ID; date profile created, e-mail address provided by user; zip code provided
by user, city and country, account creation date and time and the IP address
at time of sign-up.

v IP address logs-the IP address assigned to the user at the time the
user accesses his profile including the date and time of the log-in (PST).

° Private user communications-available private mail messages in user
inbox, sent mail and trash folders.

° Stored user files- photos (user photoprint) or videos uploaded to the
user’s profile, classified advertisements, messages posted on the Facebook
forums or in Facebook groups, private journals or blogs, and address book
and calendar contents.

® Expanded subscriber content (Neopring) - Facebook wall postings,
mini-feeds, status update history, shares, notes, future and past events.
Facebook friend listing with friend Facebook identification numbers and
Facebook group listing with Facebook group identification numbers.

° Other general records or information-supplied by the user not
specifically covered as basic subscriber information, including the user’s
date of birth, gender, hometown, and occupation, as well as historical private
message header information. :

& Any and all location data stored or kept by Facebook. This includes all
GPS locations, IP Address locations, and Xif data collected by Facebook,
Inc..

. Any and all other messages, including but not limited to deleted and
sent messages.




© Any and all information pertaining to device information, phone
numbers associated, and email addresses used.
€ Any and all additional records maintained by Facebook.

and on the 18 day of January 2019,, the undersigned, as one of the persons authorized to
conduct such a search and seizure did conduct such a search and reports the following was

found and seized.

All requested documents

The undersigned does further inform the Court that if the property was seized that
the person from whose person, premise, or location, the items were taken from was
furnished with a copy of the search warrant as well as a copy of this inventory of the goods
seized.

Done this 28th day of January 2019,.

Christopher Adams #1220

Patrol Commander
Woodland Park Police Department




